McAfee Data Protection Solutions U McAfee

Tamas Barna

System Engineer CISSP, Security+
Eastern Europe

September 30, 2010




The Solution: McAfee Data Protection

YU McAfee

McAfee Device Control
Prevent unauthorized use of
removable media devices

McAfee Data Loss Prevention

Full control and absolute visibility

over user behavior
Data [Loss Device

Prevention control

Endpoint Encrypted
ERcryption USB

McAfee Encrypted USB
Secure, portable external
storage devices

McAfee Endpoint Encryption
Full-disk, mobile device, and file
and folder encryption coupled
with strong authentication
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Presenter
Presentation Notes
The McAfee Data Protection Solution includes four major components:
McAfee Endpoint Encryption: the flexibility of full-disk, mobile, and file/folder encryption to meet your specific needs.
McAfee Data Loss Prevention: visibility and control over user behavior.
McAfee Device Control: prevent unauthorized usage and transfer of data to external media devices such as iPods, USB sticks, etc.
McAfee Encrypted USB: secure, encrypted removable storage devices that support multiple strong authentication methods.

McAfee Endpoint Encryption, McAfee Data Loss Prevention, and McAfee Device Control are combined into one integrated endpoint data protection suite: McAfee Total Protection for Data (ToPS Data).

NOTE: McAfee Encrypted USB is not part of the ToPS Data Suite license – it is only licensed separately from the suite.


Data types, risk areas, and DLP approach W McAfee

DLP
Risk areas approach
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REST repositories  archives shares management
(DAR) systems

3 September 30, 2010 Confidential McAfee Internal Use Only


Presenter
Presentation Notes
Building on an understanding of risks, McAfee has created a framework around these questions.  We basically classify it in one of three ways:

Data in motion is the information that is sent in emails, communicated in webmail or posted in blogs.  It can be exchanged in instant messaging conversations or file sharing.  Basically, it’s the information that moves around and through your network.

Data in Use is essentially the information that is found on your person.  It may be on a USB stick or some other media.  It could be contained in external hard drives or even printouts.  It’s what resides at an endpoint like your laptop.

Finally, there’s Data at Rest.  This is the information that’s found in non-mobile PCs, or databases.  It may be in mail archives or file shares.  It is the data that resides in storage repositories.

The point of all of this is that your data and the risks associated with it are all contained within this framework.  And now that we have defined the boundaries of the problem, we can start to solve it.


Data Loss Prevention Workflow @ McAfee

Identify and classify
confidential data

Create reaction rules or
how need to react the
agent in face of actions
based on Tagging
information in previous
step

Monitor alerts, tune policies
and rules, revise data
handling guidelines

Deploy the policy with a
couple clicks in ePO

4 Septem ber 30, 2010 Confidential McAfee Internal Use Only



Tagging/Classification Methods W McAfee

» Content Based

» Application Based
» Location Based
 Manual

e Tags are Named
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Content Based Tagging/Classification W McAfee

 Classify data according to:

Financial Report (5 Terms, English)

— Regular Expressions "
e ] g g S OC I al S eC u rlty n u m ber Name.: | |Financial Repart {5 Terms, English) |
Credit Card Number st _ '
Include content which rmatches the Following patterns:
—_ KeyWO rdS Recognize pattern if ALL of the Following patterns are matched w |
. . Text Is Regex | Walidator Threshold | Edit
e . g .y FI n an C | al te rm S \biMASDAG | TASE|EBITDA| GAMP | operatings+... Mo validation hd 5 E]
Patients discharge terms
 Thresholds may apply
_ e . g g CIaSSlfy a_S Sens'tlve |f m Ore Ignc-rr:xr:atches that also match the Following patterns: e -
then 10 credit card numbers
appear in the document
[o]4 ] [ Cancel
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Application Based Tagging W McAfee

» Classify data according to

o learion that craated it

Steplof 5.

Create a Tag when one of the following application definitions generates a secured file:

 Most common usage:

Notice: This rule includes any application

. Application Definition Include Exclude ~
— Files that are not text based ) tncton pcions 0 s
e.g., Graphic design, Game Bowhoer = =
. 5] pplications B
aUth ori ng [ Media Burner Applications [l O
T=_J] Micrasoft Office Applications | |
[ P2P Applications F M e
4 | >

add itern. ..

Summary | Description

Rule surmary

Create a Tag For a written file when the Following conditions are met:
the generating application definitions) is any application

Mext = ] [ Finish
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Location Based Tagging U McAfee

» Classify data according to
Its origin

Step 1 of 5 : Whete are the files located?

Generate a Tag when a secured File is imported Fram the Following File system locations:

» Tag files as they are being

copied form a network share Configure Selection
_— e . g . tag a” fl I eS tagged from the Select File Servers (shared Folders and subdirectories)
flnance network Share = [#] Metwork File Servers

[] other server

* Tagging can be narrowed by:

— File type
— File extension
— File contents (as in Content ——
classification) [Financel |
| Browss... | [ Add |
[ Ok || cancel |
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Reaction Rules

* Enforcing DLP policy
* Rules are per leakage channel

» Possible reactions:
— Block
— Monitor
— Notify User
— Store Evidence

« Can be applied to Online/Offline user state

September 30, 2010

W McAfee
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Reaction Rules Types W McAfee

 Emalll
— Prevent tagged data from leaking through emails
— Recipient granularity

 Removable Storage
— Prevent tagged data from being copied to removable storage
— e.g. USB keys, iPod, etc.

 Printing
— Prevent tagged content from being printed
— Printer granularity
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Reaction Rules Types cont. W McAfee

* Web post
— Prevent tagged content from being posted to websites
— e.g. Block posting to non company websites

* Network Connections
— Block network connectivity to applications which access tagged data
— e.g. IM/P2P
— May be used to restrict network usage to specific applications (e.g. IE)

* Network Share
— Monitor tagged data which is copied to network shares
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Additional Features W McAfee

* Privileged users
— Block reaction is converted to monitor only

* Bypass
— Help desk generate bypass key for DLP override
— Generated for limited time only
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W McAfee

Technology Integrations - ePO

ePolicy Orchestrator® 4.0

= Events reported via CMA

No Event Collector required

Notification Rule Builder

What types of events trigger this rule?

@ Selected producks: (1 selected)

= ePO SQL used

No additional database

W Data Loss Prevention

[T Groupshield Domina
[T Groupshield Exchange

= ePO reporting
Using ePO reporting mechanism
No need for SQL reporting services installatio

% Selected categorizs: (2 selected)

» ePO Notifications mechanism integration
Email, SNMP trap, external command

Select All
Deselect All

Select All
Deselect all

Confidential McAfee Internal Use Only
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Technology Integrations —

= Encrypt on demand
When copying to:

* Removable storage
= Network Shares

» Block unless encrypted
= Email/Webpost

= McAfee Encrypted devices prt¢

Endpoint Encryption W McAfee

Encrypt finance files sent to removable storage El

Step 5 of & : Which actions should take place?

| Reaction | Connectivity | Propetties |
[] Block j
® Encrypt OnlinefOffline bl FIMNAMNCE_FRC_KEY
| Monitor onlinefOffline = | Severity: 11 Marmal |
[ Motify User hd
[] Store Evidence ﬂ
Mokels);

(11 If ‘Encrypt’is selected and the McAfee Endpoint Encryption is not installed on the
host, content will be blocked.

» Requires McAfee Endpoint Encryption

14
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Classification — New Terminology

Rules

% | Tagging Rules

28 Classification Rules
b Protection Rules
% Discovery Rules

U McAfee

||l ——« Tagging Rules

Creates physical tag on files
(“Sticky Tag”)
Location/Application based tagging

» Classification Rules

Creates Categories
Content based

File  Edit  Agent Configuration  Tools  Help —
== N |:E| 2 D * Regular expression
- * Dictionaries
Definitions b3 .
* Registered Documents
—  “Non- Sticky”

~.=":’| Application Definitions
=| Document Properties
[3# Email Destinations

T Encryption Keys

| File Extensions

,.‘_,] File Servers

a Metwork,
é Printers
%4 Tags and Cakeqgories \

'@ Web Destinations
& whitelist Repasitary

16

e Tags and Categories are defined
and used interchangeably
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Classification — Regular Expression Validators W McAfee

» Adding algorithms for validating regular expression
» Reducing false-positives

Social Security Number d A

—Details

Mame: IS::n:iaI Security Mumber

Descripkion: I

Include content which matches the Following patterns:

IRecngnize patkern if ALL of the Following patterns are matched j
Texk Is Regex | ‘alidakor Threshold | Edit
Teizionoy[0-6Thdi2) | F{[0-6]hd|FIOLZ i -7 07 . [w| < 1
Marth American CLSIP -]
Lubnin
Israeli ID
Mational Provider Identifier (HIPAA)
Add E— 115 Social Security Mumber
Stock Exchange Daiky OFficial Lisk (SEDOL) _
Ignore matches that also match the Following patkerns: International Securities Identifying Mumber + [——
Text Is Regex | Yalidator | Edit |
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Classification — Dictionaries

= Dictionary is a list of phrases
associated with a common subject

e.g.:
» Bank transfer terms
» Patient discharge terms

= Weight can assigned to each
phrase
(including negative weight)

» Threshold is defined per dictionary

= Phrases occurrences can be
counted as unique or multiple

= Dictionaries can be imported

17

U McAfee

—Details

Mame: [llegal Drugs

Description: ITerms that describe illegal or controlled substances

—

IEnter ket here E]

Threshald:

Entries

ouick Search:

Keyward or key phrase
2

Weight (+/-) |~ |

—_

Gamma Hydroxybutyrate

Hallucinogens
Hashish
Hashish il
Codeine

Dexkroproxyphene

Cocaine

Dexkromethorphan

Flunitrazeparm

Hydrocodone

I wearmic feid Diskholsraids

(SR (VPR P R [ R (I [ (R R

A

Add BEroe | Total Entrigs: 49

[~ Court mulkiple occurrences Impork Entries |

2k I Zancel |
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Classification — Registered Documents

» Registered document enable to
protect sensitive files no matter
how they reached the endpoint

= Several repositories of Registered
Documents can be defined
e.g.. Per department

» Scheduled runs of Host DLP
management creates fingerprints
(indexes) database of the files

» Fingerprints database incrementally
transferred to the endpoints

» Registered documents are Category
classified

» Endpoints can protect against leakage
of content derived from registered
documents

18

U McAfee

— Details

Marne:

Descripkion: I

Docurments Path

IIMC Path:

Browse |

I'l,'l,server'l,regdu:ucs:ﬁ'l,lzinance

User@Domain: Imia@virtual.lcu:

Password: I ------

Extensions

IHegister documents with ANY of the following extensions

O .ﬁ.ctive Server Pages [LASP)
[ § ] adobe Acrobat POF Files {POF)
O .ﬁ.dobe Photoshop Graphics Files (.PaD)
O .ﬁ.pplication Information Files . IMF)
O .ﬁ.pplication Initialization Files (. IMI)
[ & Batch Files {.BAT)
|-~ & TR

=

LI | Le

Docurnenk Size

Magimum File size (ME):

Cancel |

September 30, 2010
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Discovery — Rules

= Crawl local drives looking sensitive data-at-rest

= Each Discovery rule can be

configured to:

File Type/Extension
Tag/Category

File Creation/Modification Date
User Group

= Reactions

Encrypt (Using Endpoint Encryption)
Monitor

Quarantine (Locally , AES encrypted)
Store Evidence

Delete (Advanced Configuration)

= Discovery can open

19

Endpoint Encryption encrypted files

I
il Encrypt Files with Credit Card Pattern

Step & of 7 : Wehich actions should take place?

U McAfee

Reaction

M Encrvpt

[w] Monitar Severity; WSS High
[ Quarantine
[] Stare Evidence
Moteis):
(1) If ‘Encrypt’is selected and the McAfee Endpoint Encryplion is not installed on the
hiost, content will be quarantined.
Surnmay | Drescripkion
Rule summary
|Discover and Praotect files when the following conditions are met: -
the discovered file bvpe is any of; 'Microsoft Word documents' ...
the discovered file is tagged as 'Credit Card Files'
the discovered file has document properties as 'Document Properties Definition'
Wehen this rule is applied perform the Following actions: Encrypt, Using Key: DISCOYE
This rule is assigned in ‘Everyone', -
4 | _'>I_I

Zancel | < Back | Mext = | Finish
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Discovery — Global Settings W McAfee

= Discovery process can be restricted to
CPU/Memory consumption

= Included/Excluded
Directories 21

Evidence I Motification Service I Security I File Tracking I Email Probe I

Events and Logaging Discovery Schedule I Advanced Configuration I Miscellaneous I Request Justification

= Flexible Scheduling  ferfem

Suspend scan when the swskem's CPU is abowe (%) Iﬂ

Suspend scan when the system's used RAM is above (3] Iﬂ

Do not scan files larger than (ME): ISD 3:
Folders

Scan the Following Folders: Do not scan the Following Folders:

Enter folder {i.e. C:\Program Files or %lJSERPROFILES:): Enter folder (i.e. C:\Program Files or % JSERPROFILE%:):

| | =] ==

Makifications

V¥ Replace guarantined files with text notification

Quarantined files text notification: IFiIe was quarantined by DLP discovery policy

[ Replace deleted files with text notification

Deleted Files text natification: IFiIe was deleted by DLP discovery policy

QK Cancel
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Enforcement — Business Justification W McAfee

= Education/Cooperative Enforcement
= The user can bypass blocking in case justification is provided,
or cancel the operation

= Configurable justifications

(Including free text) [ T s Fraverten |

Enter Justification
Pleaze, provide a business reazon for email financial report= which
will ke logged with this ewent,

Justification Type:

IDther (please pru:nw:le descrlptlnn} j
S T T
My manager approved this bransmission,

This conkent is not sensitive (False-positive),
This kransmission is part of an established business process,

W Concel |
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Fear of the Unknown Creates Data Anxiety U McAfee

Solved ‘F"" « Employee education

problems ﬂk“:{w ~ « Device Control
k =5 &
S) : tﬁ;
“Where® oF How do | get effective
~ Wihe protection in plac% sl e
Unmet Information? “timely” manner? ™. g automate
: processes to
needs “\WWhat” reduce audit
information “Who” should costs?
needs 4 haveraé'c_;ess?

protection?

e

Current solutions do not solve this problem
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Pre-Game Warm Up W McAfee

Monitor Prevent Discover
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What Makes Us Unique?

Most DLP products require you to KNOW
what you should protect

* But how do you deal with what you
DO NOT KNOW how to find?

Intellectual property
Product/marketing plans
Forecasts

Financial records

Legal discovery

* McAfee's “LEARNING” capabilities are
what enable adaptive protection

— Google’s value is in indexing the

24

internet

Reconnex’s Google-like “learning”
focuses on corporate information in-
motion, at-rest

“Learning” mines knowledge of
content and its use, tunes protection

WHAT | KNOW

”reate I
= Rules

for:

=

The Value of Google:

¢ Indexes the internet
« When you query, it teaches

you where
the most relevant
informationiis

WHAT | DON'T KNOW

”reate I
= Rules

for:

B
R CA

>roduct Pla

nventory Tu
— Reports
)

WHAT IS LEARNING?

The Value of McAfee:

. Indexes and classifies all

content within or leaving an
organization

. Capture Index is required

to:

Improve Rule Accuracy,
Perform Investigations, and
To Define What CONTENT
To Protect FROM WHOM

September 30, 2010
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The McAfee Difference:

Capture All Leakage!

POLICY FILTER
PCI

Egress out

C e———————————————————————
.

HIPAA
Appropriate Use
Trigger Words
Other Policies

Legacy vendors

-~

Violations
DB

Trash
bin

\\\%

O McAfee

Google-like search
capabilities

User-defined wiping
schedule

Takes the pressure off
of policy tuning

McAfee FRCP compliant

.

Capture
DB

©

False negatives destroyed

Everything captured

Pre-set policies

Can’t LEARN and adjust
policies

“Information gap” solved

Able to LEARN from
the past

Dashboard reports

Distributed notification of

Assumes know what to violations and reports

protect

25 September 30, 2010
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Knowledge Mining:

The Key to Learning

» Capture and index all content
iIn-motion and at-rest

* |dentify sensitive data

 Investigate activity

e Tune rules

26

Search for ‘confidential’

O McAfee

Input Type: |I(evw0rds j | confidential

Date/Time: Anytime j | Search | Save Search

¥

Who sent it out, and to where?

STATUS:  Search Complete [detalls]

Results From | Monitor Devices |

RecipientDomain  Sender Hits
mega.org Total 13

Diana Cox (dcox(@mail.arc.mega.org)

Gustavo Barba (gbarba@copac.es)
{Craig.Quzounian@compucom.com)
Richard Mains (rmains@mainsgate.com)

Halk Total

‘Sophia Fegan (sfegan@mail arc. mega.org)

‘Scott Barkow (Scott.Barkow@BigBank.com)
Tom Lilard (Tom.Lilard@BigBank.com)

BigBank.com Total
Switzer; Susan (sswitzer@oppenheimerfunds com)
Donaghey; Chris (chris_donaghey@rhco.com)
Randy (randy@mail bullmkt.com)

puresense.com Total

6

4

2

1

4

4

aol.com Total 3
2

1

3

1

1

1

2

John Wiliamson (jwiliamson@puresense.com) 2

HostIP Content Hits
182.168.254.151 Total 50
-
=PDF 15
Wsword 13
B escel 6
[HFrowerpoint 5 —
_lrcap 5 I

September 30, 2010

Confidential McAfee Internal Use Only



Data-in-Motion:
Monitor and Capture W McAfee

, Detect Anomalies in
Microsoft Exchange Server Network Traffic

Mail Transfer Agent (MTA)

Wielcoms admin | 1030 | HL PR | Z60)

&8 Reconnex

MOMITOR |

S
Investigate All User 2 @ @
Activity T FTP Servers,
- Sl Extranet
i Reconnex = 7" S Taeaten i Iﬁ 3
—

Monitor Off-shore

- ?%

b

N

Modify Rules to Remove
False-Positives

BIOLIE 0
Time

 Top Senders [——
= 28 [ Hnid Wetel {Hei Wete| @BigBank com) 4 i Reconnex
B FT Dnbosh Glsss (Deborai E Gless@engn org) 4
= 11 dow Hacker (oe@mample com) 4
= 1 St Bukow (St Bakom@Bigfinck com) 4 e
B Suspicicus Actyity {admis) B A M Pebeza Damond (mismond@mail an megs ang) 4 —
Moo ]
@ SMTP_Request [3 SMTP [
SMTP_Amach 38 W MEWam 2
3% Excal []
= POF 4
- FEG 3
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Data-at-Rest:
Discovery and Classification W McAfee

Discover Intellectual Windows, UNIX, Linux, Mac, Novell (CIFS, NFS)
Property in repositories 0 Wlle, BlOgS, SharePoint (HTTP/HTTPS)

using learning
applications

FTP, Documentum

Detect proliferation at

file servers, desktops,
laptops, portals,
FTP Servers, blogs, and wikis
Extranet

ﬁ@ Sales
i

"@gﬁ Research
&{I ~o
S

_ Register IP
signatures and arm
for detection

Endpomt/

Provide signatures to
other McAfee Network
DLP for protection at
each vector

Off-shore

@@@@@

Detect transmission
of IP in any form

28 September 30, 2010
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Data-in-Motion: Prevent Violations W McAfee

Identify Confidential Mail Transfer Agent (MTA)
Information in Motion (IP, G
Sales Info, Financial Data)

FTP Servers,
Extranet

e Sal Identify Violations to
- ales Acceptable Use Policy

«e
@Eﬁ\@: ;Research

Prevent
Off-shore

Block, Quarantine,

e Encrypt, Return to
Sender on any Policy
Violation within Email

— Block any Policy Violation
Sl iy =iy over Webmail, HTTP Post

Mchalat Pl

K e Mt o o ) wAE4 f DRDREZO0 008870

Send Syslog, Email to
e Admin, Email Sender,
Email Manager
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Centralized Management O McAfee

» Centralized system management o P
— Unified policies and rules e
— Streamlined incident workflow r | — e
— Unified and flexible reports :‘E"‘Ew“ Do TR e | ||
— Device configuration and management | PR ——— zﬁg%“’: e = 3 o

* Powerful case management
— Aggregation of common incidents
— Transfer of ownership and remediation

— Roles-based access and permissions T e
ra w L TR v SN n
= S T democar  New Momel eden  pome 10200t 200 imistpien u

» Centralized data mining, search,
and analytics e
— Search historical data quickly
— Find sensitive data and how it is used
— Tune rules quickly, validate on-the-fly
— Perform user investigations

| eworomT CAPTURE | POLICIES SYSTEW
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Unified Rules and Policies W McAfee

Unified policies for protection e
— Single interface for DiM, DaR rules et oo
— Unified construction limits sprawl e o ———

NCIDENTS | “CAFTURE

POLICIES

I sona

Powerful default rules and policies " i | =

Owner  ladmin - Monitor Duvices
™ shub-4TH Iab reconnanes

- et = ™ shub-231. 180 reconnasoe
— Compliance Gakavian: v F e

— Acceptable Use e I —

— Intellectual Property Protection A e —— i

— 20+ policies and 150+ rules default A .
» False positive workflow ﬂ

— Simple rule tuning from incident detail o | e == L

— Incident data to create exceptions e =¥ e MG 7T s A
— Complements learning applications 50 [GomerTron 3 s 5 o 07 o5 ) o
° - - a . ::::::‘mm e . AND
Document registration amen coom __wn o
— Increase accuracy of rules it | | -
— EXxplicit protection for sensitive data i e 31 s L e
— Scalable registration: Discover crawler Lo s we
B . Dscover AND
[reome S CITF (oo |
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Simplified Incident Management

 Flexible incident visualization e
— Incident listing, grouping, summary
— 40+ built-in views T e
— Configurable, schedulable reports m

Automatic incident assignment

— Incidents automatically assigned

— Presented to users in home page
Dynamic filtering and grouping

— Create specific views for later use

— Focus view to areas of interest

O McAfee

roates Datalls ID Rule Name Cruated
" q 261582 Flesmone in Mal Amachments Wed Apr 30 15:08:22 POT 2008
it Q 261583 Compressed ASachmenis over Wel... Wed Apr T 2008
Q 261585 Compressed AZBChments over Wee...  Wed Apr T 2008
q 26715 T 2008
Q 261584 3 T 2008
[+ FLE Y ry
Q 261550
(% 26188 s 12
aQ 261588 i in Mai@ s ir T2
q 281589 ne in Mai nis " T 204
i——
Mame Count
o t ]
Ducument atch—ents ever Wabmall s
ek o
e e e aia
B s
Comperstis o
i ey —— TaB4
i Lafd
Firancial Stals=snt Disdosum Documants 268
[ i Atactrant 2308
.............. I

False positive workflow
— Streamline rule adjustments

— Transfer parameters to rule
exception

32 CEUR SE&C NDLP Training
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10003 | | [ MSWord
10301 | | [ Bt
b2s0| | L POR

2478 | 4] Powsmont

g Khushiboa Senched (Khushboo ge-ues.com)
@ hME @ popdguesiffiocalhostiocaliomal i
w448 | | @ sbhipetjosnilgs-lat com
s 3115 | S Shub (shusischwu com)
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Integrated Case Management U McAfee

» Centralized case management

I Actions E:->l Options i 44 4 ‘Showing 1-30f3 » » How To

system and workflow R P e R I L S
i ) l_ Q ’E 3 Inapprppriale MNew Urgent Compliance  admin 14:08:35 PDT IUnTe:;igatinn 4
- inci S T
Correlate incident oot e, ona
) ] ] r q =] 2 ;Vﬁtmte New Normal Legal admin ;3‘:}3;3:31 POT Inc;;mmn z
- ASSIQn owners and prlorlty ro w3 Cascagainst gy Normal  HR admin ngu“;?)\.ﬁ:'zzgm e aton 3
— Remediate
e Case audit trail
— Automatic notifications L — S -
— Notes for collaboration Hoadlne: foe Hacker Koywords: |
Owner: Compliance I Incident Count: Monitor:2 Discover:1 Endpaint:1
— Case hiStOfy Status: [New I+ Submitted Date: Wed Apr 30 14:08:35 PDT 2008
. Priority: Urgent A4 Last Modified: ‘Wed Apr 30 14:11:02 PDT 2008
L4 CO”abOI'atlve apprOaCh | Under Investigatiol | Notify Submitter: r
Add Notes:
— Leverage roles based access control
— Facilitate interaction of stakeholders
— Adjust broken business process
- CorreCt User behaVlor [ Monitor Incident List | Discover Incident List | Endpoint Incident List | Notes | Log ‘ M
[~ |Detalls Sender Recipient Policy Rule Timestamp |Protocol Delete
» Case export O Ry bt GO ST Sy | e s 635 syt pson o]
— Full HTML export of case, incidents Fla e adu@restinel SOXCorplance Franial S ;T‘g,iffg:g e
— Includes associated files, context
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McAfee Network DLP Integration With ePO

McAfee

ePolicy Orchestrator® 4.0

S’

o

W McAfee

Data-in-Motion Incident Status (by Data-at-Rest Top Shares Host DLP
StatusiSev. @Critical @hajor - Minor @waming  ®@info || @8 repasitory 137
e 10 24 32 38 a = 3
Wi 2 a o o i} L] 4 "
1 ]
Lon]
gine: Mot present 53002777 %_ -
Yo
y Awert Security Threats: 10 unread &
ist check: 2002-0%-04 15:54:32.1 "
wert Labs Web Immune 0 8
ubmit potentially infected files far analysis
1]
(1) a l2ss
McAfee, Inc. Home Page . ArioE  ASL08 TOO8  TOMOD b (T ]
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